Online Safety Policy



Introduction:

Internet and other digital information communication technologies are excellent tools that pave way
to new opportunities in the world of education. Online safety plays an essential part in safeguarding children
and young people in the digital age, especially in distance learning platform. This policy supports school in
meeting statutory requirements as per the educational rules and regulations of MOE.

Our e-Safety Policy has been written by the school ICT has been agreed by the senior management team.
The e-Safety Policy will be reviewed annually at the beginning of each academic year.

Aim of Online Safety Policy:

Harvest Private School ensures that:

1. Students can safely access new technology and learn how to participate in the digital world without
compromising their safety and security.

2. Aplanned e-safety curriculum is provided and is regularly revisited.

3. Students are taught to acknowledge the source of information used and to respect copyright when
using material accessed on the internet.

4. All students and staff understand the importance of password security and the need to log out of
accounts.

5. Staff acts as good role models in their use of the Internet and mobile devices.

6. It has clear and understood arrangements for the security, storage and transfer of personal data.

7. To create awareness among the stakeholders on ‘the various initiatives of U A E in relation to child
protection.

8. It addresses subjects such as ICT security, invasion of privacy, malicious and illegal activities including
hacking, fraud, improper system use, defamation, threats to state security, terrorism, insult to
religions, and many more. etc.

9. It will deal with incidents within this policy and associated behavior and cyber bullying policies and will,
where known, inform parents / caregivers of incidents of inappropriate e-safety behavior that take
place out of school.

E- Safe Education and curriculum

e School recognizes that online safety and broader digital resilience must be embedding throughout the
curriculum.

e The education of students in E-safety is an essential part of the school’s E-safety provision.

e Students and young people need the help and support of the school to recognize and avoid e-safety risks
and build their resilience.

e E-safety should be a focus in all areas of the curriculum and staff should reinforce e-safety messages
across the curriculum.

e |tisthe school E safety education team to identify opportunities to implement online safety through all
school activities, both within the curriculum, or supporting curriculum and making the most of
unexpected learning opportunities as they arise

Acceptable Usage Policy

We in Harvest Private School are pleased to be able to offer our school community members access to computer
technology, including access to the internet and educational platforms such as Microsoft office 365. We are dedicated to
access and support of appropriate technology which unlocks our potential and connects us locally and globally.

All students, parents, staff & Governors are expected to sign an agreement regarding the acceptable

usage policy. Visitors will be expected to read and agree to the school’s terms on acceptable use if relevant.
Use of the School’s internet must be for educational purposes only, or for fulfilling the duties of an individual’s
role.



Digital Devices

A Digital Device is defined as an electronic device that can receive, store, process or send digital

information. The following can be found in Harvest Private School:

Smartphones/cellular phones
Tablets

iPads

Laptop/notebook/ computers

Appropriate filtering and monitoring will be done BYOD policy

Keeping Children Safe in Education forces schools to “ensure appropriate filters and appropriate
monitoring systems are in place and not be able to access harmful or inappropriate material.

At the same time to be careful that “over blocking” does not lead to unreasonable restrictions as to what
students can be taught with regards to online teaching and safeguarding.”

Refer to ICT policy for more details.

Device usage

Personal devices and bring your own device (BYOD) policy

The educational opportunities offered by mobile technologies are being expanded as a wide range of
devices, software and online services become available for teaching and learning, within and beyond the
classroom. This has led to the exploration by schools of users bringing their own technologies in order to
provide a greater freedom of choice and usability.

In BYOD policy, considerations will need to include; levels of secure access, filtering, data protection,
storage and transfer of data, mobile device management systems, training, support, acceptable use,
auditing and monitoring. This list is not exhaustive and a BYOD policy should be in place and reference
made within all relevant policies.

Handling online-safety Complaints/suggestions/incidents

e The school commits to take all reasonable precautions to ensure online safety, but recognizes that
incidents will occur both inside school and outside school (and that those from outside school will
continue to impact on students when they come into school. All members of the school are
encouraged to report issues to allow us to deal with them quickly and sensitively through the school’s
escalation processes.

e Any suspected online risk or infringement should be reported to our complaint & suggestion system
and to the Head of e-safety.

e The school will actively seek support from other agencies as needed (i.e. the local authority)

e We will inform parents/carers of online-safety incidents involving their children, and the Police where
staff or students engage in or are subject to behavior which we consider is particularly disturbing or
breaks the law.

Monitoring and standardization arrangements

The school maintains Digital safety logs for behavior and safeguarding issues related to online safety. School
has monitoring system on school premises as physical monitoring & CCTV system.

Cyber-bullying
Cyber-bullying takes place online, such as through social networking sites, messaging apps or gaming sites.

Like other forms of bullying, it is the repetitive, intentional harming of one person or group by another person
or group, where the relationship involves an imbalance of power.


https://itlaw.wikia.org/wiki/Electronic_device
https://itlaw.wikia.org/wiki/Send
https://itlaw.wikia.org/wiki/Digital_information
https://itlaw.wikia.org/wiki/Digital_information

To help prevent cyber-bullying,

e The school will ensure that students understand what it is and what to do if they become aware of it
happening to them or others.

e The school will ensure that students know how they can report any incidents and are encouraged to do
so, including where they are a witness rather than the victim.

e Teachers will discuss cyber-bullying with their students, and the issue will be addressed.

e Teaching staff are also encouraged to find opportunities to use aspects of the curriculum to cover cyber
bullying.

e In relation to a specific incident of cyber-bullying, the school will follow the processes set out in the
“Students Behavior Management”. Where illegal, inappropriate or harmful material has been spread
among students, the school will use all reasonable endeavors to ensure the incident is contained. The
OSL will consider whether the incident should be reported to the police if it involves illegal material, and
will work with external services if it is deemed necessary to do so.

School Respond to Misuse of school technology

Where a student misuses the School’s IT systems or internet, the School will follow the procedures set out in the
Students Behavior Policy.

The action taken will depend on the individual circumstances, nature and seriousness of the specific incident,
and will be proportionate.

Where a staff member misuses the School’s IT systems or the internet, or misuses a personal device where the
action constitutes misconduct, the matter will be dealt with in accordance with the Employees code of conduct.
The action taken will depend on the individual circumstances, nature and seriousness of the specific incident.
The school will consider whether incidents that involve illegal activity or content, or otherwise serious incidents,
should be reported to the police.

Social media incidents

These are also governed by school Acceptable Use Policies.

Breaches will be dealt with in line with the “Students Behavior Management Policy” (for Students) or Code of
Conduct. Further to this, where an incident relates to an inappropriate, upsetting, violent or abusive social media
post by a member of the school community, The Schools will request that the post be deleted and will expect
this to be actioned promptly.

Where an offending post has been made by a third party, the school may report it to the platform it is hosted
on, and may contact the Professionals Online Hotline or help to accelerate this process.

Publishing Students’ Images/videos and Work
e Photographs that include students will be selected carefully and will be published (based on parent
acceptance)
e Students’ names will be used anywhere on the Website or Blog in association with photographs (based
on Parents’ Consent Form)




e-Safety Rules

These e-Safety Rules help to protect students and the school by describing acceptable and
unacceptable computer use.

The school owns the computer network and can set rules for its use.

It is a criminal offence to use a computer or network for a purpose not permitted by the school.
Irresponsible use may result in the loss of network or Internet access (using the Firewall)

Network access must be made via the user’s authorized account and password, which must not be
given to any other person.

All network and Internet use must be appropriate to education.

Copyright and intellectual property rights must be respected.

Messages shall be written carefully and politely, particularly as email could be forwarded to unintended
readers.

Anonymous messages and chain letters are not permitted.

Users must take care not to reveal personal information through email, personal publishing, blogs or
messaging.

The school ICT systems may not be used for private purposes, unless the headteacher has given specific
permission.

Use for personal financial gain, gambling, political activity, advertising or illegal purposes is not
permitted.

Child Protection

A safe school environment by protecting children from all forms of abuse, neglect, and exploitation. It
provides clear guidance for prevention, reporting, confidentiality, and professional handling of child
protection concerns, in line with UAE Federal Law No. 3 of 2016 (Wadeema’s Law).

School Commitments

Encourage children to speak and ensure they are listened to.

Ensure students know trusted adults they can approach.

Teach safety skills, including protection from online abuse.

Protect all children from physical, emotional, sexual abuse, neglect, and exploitation.

Policy Aims

The policy applies to all staff, governors, and volunteers and focuses on:
Safe recruitment of staff and volunteers

Awareness and education on child protection

Clear procedures for identifying and reporting abuse

Supporting abused students

Creating a safe learning environment

Definitions of Abuse

Physical Abuse: Intentional physical harm or neglect causing injury.

Corporal Punishment: Physical punishment by an authority figure (considered abuse).
Emotional Abuse: Persistent emotional harm affecting development and self-worth.
Sexual Abuse: Any sexual activity involving a child, including online exploitation.
Neglect: Failure to meet basic physical, emotional, medical, or educational needs.



Confidentiality

All child protection cases and student data are strictly confidential and shared only with authorized
personnel and authorities.

Roles and Responsibilities

Leadership Team Staff Parents/Guardians
e Ensure staff understand child e Report suspected abuse e Cooperate with the school
protection procedures immediately o Attend meetings
e Maintain student supervision e Record observations and e Report behavioural changes or
e Keep records updated concerns concerns
e Liaise with parents and external e Supervise students at all
agencies times
e Support staff and Child e Attend child protection
Protection Plans training
» Maintain confidentiality

Procedures When Abuse Is Suspected
o Listen carefully and take disclosures seriously
e Record information accurately and promptly
e Do not promise confidentiality
¢ Do not investigate or ask leading questions
e Report immediately to the designated authority or Principal
¢ Follow school procedures for referral and protection

Signs of Abuse

Physical Abuse:

Bruises, burns, fractures, untreated injuries, fear of adults, aggression, withdrawal.
Emotional Abuse:

Low self-esteem, fear of mistakes, developmental delays, self-harm, excessive compliance.
Sexual Abuse:

Unusual behavior, physical discomfort, signs in genital or anal areas.

Neglect:

Hunger, poor hygiene, frequent absence, tiredness, untreated medical issues, lack of supervision.

Reporting Contacts
¢« Aman Centre (RAK Police): 07-2356666
e Ministry of Interior — Child Protection Centre: 116111
¢ Email: CPU@moe.gov.ae
e Ministry of Education Child Protection Unit: 80085

Password
Protection

Creating and using strong passwords
Among the most important ways to ensure the safety of your online interactions is to protect your passwords. The good

news is that you can take control of protecting your passwords - you only need to create strong passwords then keep
them secret. Follow these tips to keep your passwords out of the wrong person's reach.



Create strong passwords
Password security starts with creating a strong password. A strong password is:

e |tis atleast 12 characters long, but it is better if it is 14 or more.
e A combination of upper- and lower-case letters, numbers and symbols.
¢ Not a word that can be found in a dictionary.
¢ Not the name of a popular person or entity such as a public figure, product, or organization.
e Totally different from previous passwords.
e Consider using a phrase like "6 A" Monkeys Looking.

Secure your passwords
Once you create a strong password, you must follow these instructions to keep it safe:
e Do not share a password with anyone. Not even a friend or family member.
e Do not send a password via email, instant message, or any other method of reliably insecure communication.
e Use a unique password for each website. If someone steals a password that you use on multiple websites, the
information which is protected on all of these sites is at risk.
e If you do not want to remember multiple passwords, you should use a password manager.

Password reset for teachers & students on LMS
The ICT department will do password reset according to the following table

Month Note

August/September New accounts & passwords are distributed
February 1% password rest

May 2" password rest

Data Protection :
It explains the general principles that will be used by Harvest Private School in processing data and how an individual

may complain if he or she feels that the school has used private data inappropriately. The appendices explain, for
specific types of data, how and why personal data will be used and for how long it will be retained.
Data Protection Principles:
Harvest Private School shall comply with data protection law and principles, which means that private data will be:
e Used lawfully, fairly and in a transparent way.
e Collected only for valid purposes that are clearly explained and not used in any way that is
incompatible with those purposes.

e Relevant to the purposes mentioned and limited only to those purposes.
e Accurate and kept up to date.

e Kept only as long as necessary for the purposes mentioned.

e Kept securely.

The school is committed to maintaining these principles and will therefore:
e Inform individuals why the information is being collected when it is collected
e Inform individuals when their information is shared, and why and with whom it was shared
e Check the quality and accuracy of the information it holds
e Ensure the information is not retained for longer than necessary
e Ensure that clear and robust safeguards are in place to protect personal information from loss,
theft and unauthorised disclosure, irrespective of the format in which it is recorded
e Share information with others only when it is legally appropriate to do so
e Set out procedures to ensure compliance with subject access requests

Complaints: Complaints will be dealt with in accordance with the school’s complaint procedure.

Complaint/Suggestion Anonymous Complaint



https://docs.google.com/forms/d/e/1FAIpQLScy9Mme0zBr8TV3KfRf0ZtthBk4AxcJq-ZKQzmWyESTsNcU4w/viewform
https://docs.google.com/forms/d/e/1FAIpQLSdQfibd0GYgJ3YYUPu7oUjzEkna0Bq3z1IhU9h11hvbNd4UMg/viewform

Flowchart for responding to e-safety incidents in school
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Acceptable Use of Agreement for Staff
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Parent’s Consent — Photography/video
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BYOD policy
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BYOD Policy
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The BYOD (Bring Your Own Device) policy outlines rules for
responsible and secure use of personal devices in the school
environment.

planiaod aelyd dsai il iigall JLas] (BYOD) dulous iy
eyl Jols duabutill Bjgabl) Gallly Jpiuasll

Read the following guidelines & sign to indicate your agresment
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Drewices must be used only for leaming as instrocted by
teachers.
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Students are not allowed to play any games (online or
installed) at any time, including breaks or free periods.
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Students must turn off and put devices on teacher’s desk
when not used for learming. Mon-compliance is a viclation of
the Student Code of Conduct and may lead to disciplinary
action.
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Studenks are responsible for their device's safety and damage;
the school is not liable.
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Students must not use other students” devices.
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Students should come to schoal with fully charged devices,

.,\_l.a-_"'.JLl Ii.lg:n-..:'...a ﬂ_].&:l-i.l j_u.l__l.'l.d.“ U'|_Jg...:'|.'\|.| |T|ﬂ.|:|.| I\.'IL'" HA4|

Private 3G or 4G connections are not allowed; use only school
Wi-Fi.
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Studenks are strictly prohibited from using VPNs (Virtual
Private Nebworks), which are used to hide internet activity and
bypass nebwork restrictions.
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Dewices cannot be used to threaten others' safety or well-
being, on or off campus.
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Signing confirms reading and agresing ko the policy and
consequences of misuse.
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Motile phone wse is strictly prohibited during school hours.
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If a phone is seen or heard, it will be confiscated B get a
violation of the Student Code of Conduct.

il s Ballally diyilnn @i wielow gl il sy @i 1)
bl gl

Phaones must be switched off & hand over to supervisor
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The =school is not responsible for kost or stolen phaones and will
not investigate such incddents.
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